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Where does this data come from?
• When you see some data on the Web, do you know 

– where it came from?
– how it got there?

• This information (provenance) is typically lost in 
the process of copying/ transcribing/transforming 
databases

• Loss of provenance is an acute problem in some 
scientific databases

• Data provenance ≠ document provenance
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The Goals of this Project

• Provenance essential to data integrity, currency, 
reliability.

• Understand the problem. Please help!
– examples & ideas

• Describe  & infer provenance

• How can  provenance be carried through 
– Queries/views 
– Manually edited (curated) DB’s

• Make our databases record their evolution (archiving)
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Curated Databases
• Useful scientific databases are often curated : 

they are created/ maintained with a great deal of 
“manual” labour.

select xyz
from pqr
where abc

Database people’s idea
of what happens

What really happens

DB1 DB2
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Database Inter-dependence is Complex

GERD

TRRD

GenBank

Swissprot

EpoDB

TransFac

GAIA

BEAD
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Observations on Curated DB’s
• Even though two organizations each keep complete 

data archives, information may get “lost” at the 
interface.

• Provenance is inseparable from data 
archiving/evolution.

• Provenance requires annotation.  Databases 
generally don’t support ad hoc annotation.
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Swissprot:
a curated 
database

ID   11SB_CUCMA     STANDARD;      PRT;   480 AA.
AC   P13744;
DT   01-JAN-1990 (REL. 13, CREATED)
DT   01-JAN-1990 (REL. 13, LAST SEQUENCE UPDATE)
DT   01-NOV-1990 (REL. 16, LAST ANNOTATION UPDATE)
DE   11S GLOBULIN BETA SUBUNIT PRECURSOR.
OS   CUCURBITA MAXIMA (PUMPKIN) (WINTER SQUASH).
OC   EUKARYOTA; PLANTA; EMBRYOPHYTA; ANGIOSPERMAE; DICOTYLEDONEAE;
OC   VIOLALES; CUCURBITACEAE.
RN   [1]
RP   SEQUENCE FROM N.A.
RC   STRAIN=CV. KUROKAWA AMAKURI NANKIN;
RX   MEDLINE; 88166744.
RA   HAYASHI M., MORI H., NISHIMURA M., AKAZAWA T., HARA-NISHIMURA I.;
RL   EUR. J. BIOCHEM. 172:627-632(1988).
RN   [2]
RP   SEQUENCE OF 22-30 AND 297-302.
RA   OHMIYA M., HARA I., MASTUBARA H.;
RL   PLANT CELL PHYSIOL. 21:157-167(1980).
CC   -!- FUNCTION: THIS IS A SEED STORAGE PROTEIN.
CC   -!- SUBUNIT: HEXAMER; EACH SUBUNIT IS COMPOSED OF AN ACIDIC AND A
CC       BASIC CHAIN DERIVED FROM A SINGLE PRECURSOR AND LINKED BY A
CC       DISULFIDE BOND.
CC   -!- SIMILARITY: TO OTHER 11S SEED STORAGE PROTEINS (GLOBULINS).
DR   EMBL; M36407; G167492; -.
DR   PIR; S00366; FWPU1B.
DR   PROSITE; PS00305; 11S_SEED_STORAGE; 1.
KW SEED STORAGE PROTEIN; SIGNAL.
FT   SIGNAL        1     21
FT   CHAIN        22    480       11S GLOBULIN BETA SUBUNIT.
FT   CHAIN        22    296       GAMMA CHAIN (ACIDIC).
FT   CHAIN       297    480       DELTA CHAIN (BASIC).
FT   MOD_RES      22     22       PYRROLIDONE CARBOXYLIC ACID.
FT   DISULFID    124    303       INTERCHAIN (GAMMA-DELTA) (POTENTIAL).
FT   CONFLICT     27     27       S -> E (IN REF. 2).
FT   CONFLICT     30     30       E -> S (IN REF. 2).
SQ   SEQUENCE   480 AA;  54625 MW;  D515DD6E CRC32;

MARSSLFTFL CLAVFINGCL SQIEQQSPWE FQGSEVWQQH RYQSPRACRL ENLRAQDPVR
RAEAEAIFTE VWDQDNDEFQ CAGVNMIRHT IRPKGLLLPG FSNAPKLIFV AQGFGIRGIA
IPGCAETYQT DLRRSQSAGS AFKDQHQKIR PFREGDLLVV PAGVSHWMYN RGQSDLVLIV
FADTRNVANQ IDPYLRKFYL AGRPEQVERG VEEWERSSRK GSSGEKSGNI FSGFADEFLE
EAFQIDGGLV RKLKGEDDER DRIVQVDEDF EVLLPEKDEE ERSRGRYIES ESESENGLEE
TICTLRLKQN IGRSVRADVF NPRGGRISTA NYHTLPILRQ VRLSAERGVL YSNAMVAPHY
TVNSHSVMYA TRGNARVQVV DNFGQSVFDG EVREGQVLMI PQNFVVIKRA SDRGFEWIAF
KTNDNAITNL LAGRVSQMRM LPLGVLSNMY RISREEAQRL KYGQQEMRVL SPGRSQGRRE

//
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What if???
• Curated scientific databases are commonplace and 

very important, but they can be obscure. So let’s  
use another example.

• Some extremely useful public databases are 
clearly curated.

• The following is a mock-up.  It is not a demo.

• For a germinal demo, please see our web site.
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Mock up

source comment
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source comment

Mock up

Estimated by linear extrapolation from 
1990 and 1997 population figures.
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source comment

Estimated by linear extrapolation from 
1990 and 1997 population figures.

Mock up

This figure disagrees with estimate for 1998.
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On the menu for today...
• A new semistructured data model that may 

help in understanding issues of provenance
• How to trace provenance through database 

queries
• Keys for XML (structure of a citation)
• Archiving scientific databases (examples 

from bioinformatics)



7

Waterloo, May 2001 Data Provenance 13

I. A Deterministic Model I. A Deterministic Model 
for for Semistructured Semistructured DataData
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A deterministic model for semi-structured 
(and structured) data

Synopsis:
• Based on common model of semistructured 

data as an edge-labeled graph.
• Deterministic (neighbour edges have distinct 

labels) -- less general
• Labels can have structure -- more general
• Generalizes relational data model (E-R 

diagrams)
• Types and constraints uniformly expressed
• Commonly used in practice (claim!).
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Semistructured data: node-labeled as in XML

“Ich habe genug”

composer

“Art thou troubled?”“BWV 82” “HWV 19

num title num titlenum

opus opus opus

name nameworks works period

composer

db

“J.S. Bach” “G.F. Handel” “baroque”

“BWV 552

[order is important in XML]
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Semistructured data: edge-labeled as in 
UnQL, Lorel, XML-QL

“Ich habe genug”

composer

“Art thou troubled?”“BWV 82” “HWV 19

num title num titlenum

opus opus opus

name nameworks works period

composer

“J.S. Bach” “G.F. Handel” “baroque”

“BWV 552

[These systems mostly ignore horizontal order]
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Semistructured data: deterministic model

“Ich habe genug” “Art thou troubled?”

num: “BWV 82”

title title

num: HWV19

works
works period

name: “J.S. Bach” name: “G.F. Handel”

“baroque”num: “BWV552”

HWV19

num
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Semistructured data -- syntax
{ composer:{

name: “J.S. Bach”,
works: {
opus: {num: “BWV82, title: “Ich habe genug”},
opus: {num: “BWV552”}

}  },
composer:{
name: “G.F.Handel”,
. . .

}}

{{name: “J.S. Bach”}:
{{num: “BWV82}: {title: “Ich habe genug”},
{num: “BWV552”}: {}

},
{name: “G.F.Handel”}: { . . .}
}

}

non-deterministic

deterministic
(note that this is a
relaxation)
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Examples

• A record: {Name: "Bruce", Height: 6.2}}
• An array:  {1: "a", 2: "b", 3: "c"}
• A set: {1: {}, 2: {}, 4: {}}
• A multiset: {"Guiness": 3, "Molson": 2}
• A relation with an explicit key:

{  {Id: 11}: {Name: "Kim", Rate: 50},
{Id: 22}: {Name: "Bob", Rate: 75}  } 
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Precedents
• Relational databases from ER diagrams
• ACeDB, largely ignored by the DB community
• File and directory names that contain data …
/timit/train/dr1/fcjf0/sa1.wav

speaker-id: cjf0
sex: f

sentence-id: sa1
file-type: waveform

dialect-region:1
type: training

corpus: timit
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II. Tracing Provenance II. Tracing Provenance 
Through QueriesThrough Queries
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Can we “compute” provenance?
• A small  but important part of the problem.
• Suppose a database is created by a query. 

Can we compute the provenance of some 
component of the output?

• I.e., what parts of the input “contributed 
to” the output component?
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Two kinds of provenance

SELECT name, born
FROM composer
WHERE born < SELECT AVERAGE born FROM composer

name born period
J.S. Bach 1685 baroque
G.F. Handel 1685 baroque
W.A. Mozart 1756 classical

name born

J.S. Bach 1685

G.F. Handel 1685

Why is this tuple in the database?

Where does this element come from?
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The problem at hand

• Given a database D'  = Q(D) and a 
component d of D' , what is the “why” and 
“where” provenance of d ?

• We expect the answer, in each case, to be 
a set of components of D

• Need to analyze the query Q
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The general form of query languages for 
semistructured (and structured) data

General form (SQL, OQL, UnQL, Lorel, XML-QL, …, Haskell) 

select expression

where pattern1 <- expression1
…

patternn <- expressionn
conditionExample (non-deterministic) version:

select ans:{name: N, num: I}

where   composer:{name:N, works:W, period:P}  <-data,

opus:{num:I}  <- W

P=“baroque”

patterns bind variables
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Semantics of queries
select expression

where pattern1 <- expression1
…

patternn <- expressionn
condition

• Iteratively find a match of patterni with 
expressioni to bind variables in patterni

• If condition is satisfied evaluate expression

• Take the union of all such expressions

What is “union” in the deterministic model?
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Deep union

“Ich habe genug”

num: “BWV 82”

title

works

name: “J.S. Bach”

num: “BWV903”

“baroque”

periodworks

name: “J.S. Bach”

num: “BWV903”

“Chromatic Fantasy”

title

“Ich habe genug”

num: “BWV 82”

title

works

name: “J.S. Bach”

num: “BWV903”

“baroque”

period

“Chromatic Fantasy”

title

U =
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Queries in the deterministic model

• Syntax is essentially the same (relaxed to 
match data syntax)

• Semantics is changed  -- uses deep union

select {name: N, num: I}  :  {title:T}

where   {name:N, works:W, period:P}  <-data,

{num:I}:{title:T} <-W

P=“baroque”

Note  explicit key
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Explicit key construction is useful
• Matrix transposition:

• By moving all data onto edges, we can 
express “set based” languages

• Our language captures SPJU relational 
queries.

select I:J:X

where   J:I:X <- array

Waterloo, May 2001 Data Provenance 30

Normal form theorem
Queries against the deterministic model 
have a unique normal form:

Q1 U Q2 … U Qn

select expression

where pattern1 <- expression1
…

where each Qi is linear

each pattern or expression is a “single path”
It has the form e1 . e2 . … . ek : X in which 
each ei matches one edge and X is a variable.
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How does this help compute provenance?

• We are interested in the provenance of 
some component of the database.

• This component is specified by a path p (a 
path expression without variables)

• In the normal form
select expr1 where… U select expr2 where… U … 

match p with each expri to select those 
queries that could have generated p

• For each linear query, bind the variables as 
specified by p
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Simple example
select {name: N}  :  {geb:B , werke:W}
where   {name:N}: {born:B, works:W, period:P}  <-data,

P=“baroque”

select   {name: N}  :  {geb:B} 
where   {name:N}: {born:B}<-data,

{name:N}: {works:W}  <-data,
{name:N}: {period:P}  <-data,
P=“baroque”

select   {name: N}  :  {werke:W} 
where   {name:N}: {born:B}<-data,

{name:N}: {works:W}  <-data,
{name:N}: {period:P}  <-data,
P=“baroque”

rewrites to

U

What is the provenance of {name: “J.S. Bach”} :geb ?
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Example cont.
select   {name: N}: {geb:B} 
where   {name: N}: {born:B} <-data,

{name: N}: {works:W} <-data,
{name: N}: {period:P} <-data,
P=“baroque”

Which path(s) define the variable B ?  
There’s only one : {name: “J.S. Bach”} : born
This is the where provenance?

Only the first query 
matches the path 
{name: “J.S. Bach”} :geb

Which path(s) contributed to B ?  
{name: “J.S. Bach”} : born
{name: “J.S. Bach”} : works
{name: “J.S. Bach”} : {period: “baroque”}
This is the why provenance?
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Results
• Previous work (Cui, Widom, and Wiener) provides a 

solution for relational databases.
– Limited to relational DB’s (essentially proof 

theory)
– Only deals with “why” provenance

• This work achieves the same answers by very 
different means.

• Query rewrite system is strongly normalizing 
(surprisingly tricky)

• Expected invariance and compositionality results 
for why provenance; limited results for where 
provenance...
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However...

select {id:X}.age:30
where emps.{id:X}.age:30 <-D

select {id:X}.age:y
where emps.{id:X}.age:y <-D,

y = 30

• Equivalent queries suggest different 
notions of where-provenance

• Problem is compounded with equi-joins

• New insights are needed
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A demonstration system

• Just a “proof of concept”
– Works for relational databases
– Demonstrates both why- and where-provenance
– Allows one to place ad hoc annotations on the 

source
– These are carried through to the output 

(where-provenance)

[Shih-Chang Chen, Shan Lin and Wang-Chiew Tan “A System for 
Computing Data Provenance and Carrying Annotations”]

http://db.cis.upenn.edu
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III. Keys for XMLIII. Keys for XML
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A related topic: Keys for XML
• Implicit keys are ubiquitous in scientific data 

formats (ripe for conversion to XML)

• Some proposals for key specifications in XML work 
(DTD IDs, XML-Schema)

• “Deep citation” in digital libraries.

• Natural consequence of translating back from 
deterministic model to XML (node-labeled)
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Keys for Relational DBs

Student Course Grade Project
Jones Math2 95 B-
Smith Phil4 88 A
Smith Math2 77 C
Rebus Phil4 99 B+ 

Key attributes

Target set

Enrollment:

•Keys are critical in database design
•Keys are used to build indexes (optimization)
•Need to understand key inference
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Key specification (node-labelled)

payroll payroll

name

person

last

personperson

first

name namename

firstfirst lastlast

General form: (Q {P1, ... , Pn })

path expressions

Example: (payroll.person{name.first, name.last})

target set

set of key paths

Does not impose uniqueness
on payroll or person nodes

Does not impose uniqueness
on payroll or person nodes
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Meaning of a key spec.
(single key path Q{P})

nodes identical

Q
QQ

n1

target set

n2
nk

... ... ...
S1

P P P P P P P P P

SkS2

...

•If Si Sj nonempty then ni = nj

•( |Si| = 1   [“strong” keys]   )

“Value” equality

key value tuples
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Key inference (absolute keys)
[Davidson, Fan, Hara, Tan]

(Q, S)  P any path expression (Superkey)

(Q, S ∪ {P})

(Q.Q’, {P})      (Subnodes)
(Q, {Q’.P})

(Q, S ∪ {Pi, Pj})   Pi ⊆Pj (Path containment)

(Q, S ∪ {Pi})

(Q,S ) Q’ ⊆Q (Target containment)
(Q’,S)

(Q, S  ∪ {Pi}) P’i ⊆P      (Key containment)
(Q, S ∪ {P’i})

S any set of path expressions (Root)
(ε,  S)

These are sound and complete ! 
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Relative keys
General form: Q{P1, ... , Pn }. Q’{P’1, ... , P’n’ } ...
Example:

book{name}.chapter{number}.verse{number}

number specifies
verse only within 
chapter

number specifies
chapter only 
within book

Also:
bible{}.book{name}.chapter{number}.verse{number}

empty key: at most 
one bible node
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Notes on Keys
• Have not been studied properly for XML
• Closely related to (interfere with) data 

models:
– payroll{}.employee{id}.[name{}, sal{}, …] 

(something like a “complex object”/nested 
relational model)

– Recent decidability results by Fan and Libkin 

• Lots more to study. Inference for relative 
keys (now partly done), foreign keys ...
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IV. Archiving Scientific IV. Archiving Scientific 
DatabasesDatabases
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The dangers of electronic documents

http://www.ornl.gov/hgmis /publicat/miscpubs /bioinfo/inf_rep2.html#AppenI

APPENDIX I: SAMPLE QUESTIONS FOR A FEDERATED DATABASE
Continued HGP progress will depend in part upon the ability of genome databases 
to answer increasingly complex queries that span multiple community databases. 
Some examples of such queries are given in this appendix.  Note, however, 
until a fully atomized sequence database is available (i.e., no 
data stored in ASCII text fields), none of the queries in this 
appendix can be answered. ...

APPENDIX I: SAMPLE QUESTIONS FOR A FEDERATED DATABASE
Continued HGP progress will depend in part upon the ability of genome databases 
to answer increasingly complex queries that span multiple community databases. 
Some examples of such queries are given in this appendix.  Note, however, 
until a fully atomized sequence database is available (i.e., no 
data stored in ASCII text fields), none of the queries in this 
appendix can be answered. ...

APPENDIX I: SAMPLE QUESTIONS FOR A FEDERATED DATABASE
Continued HGP progress will depend in part upon the ability of genome databases 
to answer increasingly complex queries that span multiple community databases. 

Some examples of such queries are given in this appendix.  Note, however, 
until a fully relationalized sequence database is available, 
none of the queries in this appendix can be  answered. ...

APPENDIX I: SAMPLE QUESTIONS FOR A FEDERATED DATABASE
Continued HGP progress will depend in part upon the ability of genome databases 
to answer increasingly complex queries that span multiple community databases. 

Some examples of such queries are given in this appendix.  Note, however, 
until a fully relationalized sequence database is available, 
none of the queries in this appendix can be  answered. ...

Now:

Then:

Report of a DOE “bioinformatics summit” ca. 1994

(No archive or edition!  No footnote!)



24

Waterloo, May 2001 Data Provenance 47

How do we Build Archival Databases?
[Khanna, Tajima, Tan]

• Many scientific database keep archives. 
It’s important to preserve the state of 
knowledge as it was in the past

• Archive frequently: space consuming
• Archive infrequently: delay in getting 

recent information published.
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Swissprot 

• 6000 entries added annually
• relatively little overwriting
• entries grow 10% annually
• Release every 4 months

• Total size of all versions  =         
20 * size of most recent version
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Online Mendelian Inheritance in Man
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OMIM vs. Swissprot
• Both valuable curated databases
• Similar gross structure -- sequence of entries, 

each with internal structure
• Swissprot:

– All past versions available
– Slow release -- every 3-4 months

• OMIM
– Past versions unavailable
– Rapid release -- every day (or more often)
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A Sequence of Versions
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“Pushing” time down

[Driscoll, Sarnak,  Sleator, Tarjan: “Making Data Structures Persistent.” ]



27

Waterloo, May 2001 Data Provenance 53

An initial experiment

• Recorded OMIM versions for the past 18 
days

• XML-ized all of them
• Combined into another XML format file by 

pushing time down.
• No further compression/indexing
• Also recorded diffs between versions
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Compressing 18 versions of OMIM
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Compressing 48 
versions of OMIM 

(only entries that 
have changed)
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Summary: technical issues
• Why and where:

– better characterization of where (new ideas 
needed)

– negation/aggregation
• Keys:

– inference rules for relative keys
– foreign key constraints
– interaction between keys and DTDs/types

• Types for deterministic model.  
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Other issues
• Use provenance to express and carry 

(irregular) annotations through queries.
• Separate issue -- provenance for “manually” 

edited/constructed/annotated databases.
– better structural editors
– efficient storage of semistructured data 

• Archiving
– How do we query archives?
– Relationship to temporal query languages.

• This is a new project.  Please help
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PhD students-- apply to Penn!
• Excellent groups in

– Logic & Computation
– Algorithms & Complexity
– Cognitive Science

• Get your hands dirty in:
– Real time systems - Computational Linguistics
– Databases/XML - Bioinformatics
– Hybrid systems - Security
– Networking - Verification


