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Where does this data come from?

When you see some data on the Web, do you know
- where it came from?
- how it got there?

e This information (provenance) is typically lost in
the process of copying/ transcribing/transforming
databases

e Loss of provenance is an acute problem in some
scientific databases

» Data provenance ! document provenance
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The Goals of this Project

Provenance essential to data integrity, currency,
reliability.

Understand the problem. Please help!

- examples & ideas

Describe & infer provenance

How can provenance be carried through

- Queries/views

- Manually edited (curated) DB’s

Make our databases record their evolution (archiving)
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Curated Databases

Useful scientific databases are often curated :
they are created/ maintained with a great deal of
“manual” labour.

v
Database people’sidea — ?ﬁ)‘ﬁ%é%’z

of what happens »Lahere abe
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Database Inter-dependence is Complex
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Observations on Curated DB's

e Even though two organizations each keep complete
data archives, information may get “lost” at the
interface.

e Provenance is inseparable from data
archiving/evolution.

e Provenance requires annotation. Databases
generally don't support ad hoc annotation.
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11SB_CUCMA STANDARD; PRT; 480 AA

P13744;

01-JAN- 1990 (REL. 13, CREATED)

01-JAN- 1990 (REL. 13, LAST SEQUENCE UPDATE)

01-NOV- 1990 (REL. 16, LAST ANNOTATI ON UPDATE)

11S GLOBULI N BETA SUBUNI T PRECURSCR

CUCURBI TA MAXI MA (PUMPKI N) (W NTER SQUASH) .

EUKARYOTA; PLANTA; EVBRYOPHYTA; ANG GSPERMAE; DI COTYLEDONEAE;
VI OLALES; CUCURBI TACEAE.

(1]

SEQUENCE FROM N A.

STRAI NECV.  KURCKAWA AVAKURI NANKI N;

MEDLI NE; 88166744.

HAYASH M, MR H., NISHMRA M, AKAZAWA T., HARA NISH MRA I.;
EUR J. BIOCHEM 172:627-632(1988).

Swissprot:
a curated
database

[2]

SEQUENCE OF 22-30 AND 297- 302.

OHM YA M, HARA |., NASTUBARA H.;

PLANT CELL PHYSI QL. 21:157-167(1980).

-1- FUNCTION: THIS IS A SEED STORAGE PROTEI N.

-1- SUBUNIT: HEXAMER, EACH SUBUNIT IS COVWPOSED OF AN ACIDIC AND A
BASI C CHAIN DERI VED FROM A SI NGLE PRECURSOR AND LI NKED BY A
DI SULFI DE BOND.

-1- SIMLARITY: TO OTHER 11S SEED STORAGE PROTEINS ( GLOBULINS).

EMBL; MB6407; GL67492; -

PI R, S00366; FWPULB.

PROSI TE; PS00305; 11S_SEED_STORAGE; 1.

KW  SEED STORAGE PROTEIN; SI GNAL.

3883838332 2B222RBB2888RI99380

FT S| GNAL 1 21

FT CHAIN 22 480 11S GLOBULI N BETA SUBUNIT.

FT CHAIN 22 296 GAMVA CHAIN (ACIDIQ).

FT CHAIN 297 480 DELTA CHAIN (BASI Q).

FT MOD_RES 22 22 PYRROLI DONE CARBOXYLI C ACI D.

FT DI SULFI D 124 303 | NTERCHAI N ( GAMVA DELTA) ( POTENTIAL) .
FT CONFLI CT 27 27 S -> E (INREF. 2).

FT  CONFLICT 30 30 E-> S (INREF. 2).

SQ SEQUENCE 480 AA 54625 MV D51SDDGE CRC32;

MARSSLFTFL CLAVFI NGCL SQ EQRSPVE FQGSEVWQQH RYQSPRACRL ENLRAQDPVR
RAEAEAI FTE WWIDQDNDEFQ CAGVNM RHT | RPKGLLLPG FSNAPKLI FV AQGF Gl RG A
| PGCAETYQT DLRRSQSAGS AFKDQHQKI R PFREGDLLW PAGVSHWWN RGQSDLVLIV
FADTRNWVANQ | DPYLRKFYL AGRPEQVERG VEEWERSSRK GSSGEKSGNI FSGFADEFLE
EAFQI DGGLV RKLKGEDDER DRI VQUDEDF EVLLPEKDEE ERSRGRYI ES ESESENGLEE
TI CTLRLKQN | GRSVRADVF NPRGGRI STA NYHTLPI LRQ VRLSAERGVL YSNAMVAPHY
TVNSHSVMYA TRGNARVQW DNFGQSVFDG EVREGQVLM  PQNFWI KRA SDRGFEW AF
KTNDNAL TN L AGRVSCINRM LPLGVL SNV Bl SREEACRL KNGOOEMR

A PGRSQGRRE

11
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What if??7?

e Curated scientific databases are commonplace and
very important, but they can be obscure. So let’s
use another example.

e Some extremely useful public databases are
clearly curated.

* The following is a mock-up. It is not a demo.

e For a germinal demo, please see our web site.

Data Provenance 8
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Hl INTRODUCTION

This figure disagrees with estimate for 1998. |

simeamre: SOUNGE, ¥
mm: 19% (make 5 S5 654 female SI7A R RN As of Tasueep 1, 159, France Inndliklmﬂhnjnhiblmns. vevakdre e rwenty— first met
1309 pesre; 45 Cmale SE0E,121; benale 172353 | pepulsbed comtry tnowarld {Fronoe's avensess have a population of 14 millen}: L
5% poary and wer: LEF Snole D@8 208 famale BaT] | opectoney at bieth i B2 years for bemnales - aie of the woeld's Ioghes st averapes— ol 74
yuars for males.
Populatisn gessih pate:[ 275 (1558 seh b sctagd red s

Birth rate; 1136 bicths 1000 papulsband 1999 est) I .
Dheaily ravge: F.17 ek 000 poprulatin 1797 a5t

2% gt d S AT |6 18E 85T

e e i 1 L% e 5
e i 0 10 o2 |

Teewqmooy [ e | smam| |
M wigvoithi. vado - 153 o] s 000 papuletel | —— s
Moy Aol [Estimated by linear extrapolation from
=t birrhe 1 05 msdereiterrede _[1990 and 1997 population figures.
id
— == ———
e s AT L3 2
Data Provenance @ 11
Waterloo, May 2001 A o,

On the menu for today...
A new semistructured data model that may
help in understanding issues of provenance

How to trace provenance through database
queries

Keys for XML (structure of a citation)

Archiving scientific databases (examples
from bioinformatics)

Data Provenance @ 12
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1. A Deterministic Model
for Semistructured Data

Data Provenance 13
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A deterministic model for semi-structured
(and structured) data
Synopsis:

» Based on common model of semistructured
data as an edge-labeled graph.

e Deterministic (neighbour edges have distinct
labels) -- less general

e Labels can have structure -- more general

» Generalizes relational data model (E-R
diagrams)

e Types and constraints uniformly expressed
e Commonly used in practice (claim!).

Data Provenance 14
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Semistructured data: node-labeled as in XML

composer

“J.S. Bach” “G.F. Hander “baroque”
title
“BWV 82" “Ich habe genug” “BWYV 552 “HWV 19 “Artthou troubled?”
[order is important in XML]
Waterloo, May 2001 A Data Provenance E 15
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Semistructured data: edge-labeled as in
UnQL, Lorel, XML-QL

“J.S. Bach” us opus “G.F.Hander “baroque”

“BWV 82" “Ich habe genug” “BWV 552 “HWV 19  “Artthoutroubled?”

[These systems mostly ignore horizontal order]

Data Provenance 16
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Semistructured data: deterministic model

num: “B

title

e: “G.F. Handel”

| nu \I
! 1
! 1
I\ |
. . . . \HWV19 /
Ich habe genug Artthoutroubled? . J/
\\ //
- |
Data Provenance 17
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Semistructured data -- syntax

{ conposer: {
nane: “J.S. Bach”,
works: {
opus: {num “BW@82, title: “lch habe genug"},
opus: {num *“BW/A552"}
}oh L
conposer : { non-detgrministic
name: “G F. Handel ",
=
{{nane: “J.S. Bach"}:
{{num “BwW/82}: {title: “lch habe genug”},
}{”um “BW5527}: {} deterministic
(name: “GF.Handel "}: { . . .} (note that this is a
! relaxation)
J
= =a]

Waterloo, May 2001 ﬁ
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Examples

A record: {Name: "Bruce", Height: 6.2}}
An array: {1:"a", 2:"b", 3:"c"}
A set: {1:{}, 2. {}, 4: {}}
A multiset {'Guiness": 3, "Molson": 2}
A relation with an explicit key:
{ {Id: 11}: {Name: "Kim", Rate: 50},
{Id: 22}: {Name: "Bob", Rate: 75} }

Data Provenance 19
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Precedents

e Relational databases from ER diagrams
» ACeDB, largely ignored by the DB community

e File and directory names that contain data ...
[timt/train/drl/fcjf0/sal. wav

corpus: timit
type: training
dialect-region:1
sex: f
speaker-id: cjf0
sentence-id: sal
file-type: waveform

Data Provenance 20
Waterloo, May 2001 ﬁ 5;_.
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1l1. Tracing Provenance
Through Queries

Data Provenance 21
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Can we “compute” provenance?

e A small but important part of the problem.

e Suppose a database is created by a query.
Can we compute the provenance of some
component of the output?

» l.e., what parts of the input “contributed
to” the output component?

Data Provenance 22
Waterloo, May 2001 A @
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Two kinds of provenance

nane |born | period
J.S. Bach 1685 bar oque
G F. Handel |1685 bar oque
WA. Mzart 11756 cl assi cal

SELECT name, born
FROM conposer
WHERE born < SELECT AVERAGE born FROM conposer

nane  |born
J.S. Bach 1685
G F. Handel '1685

Why is this tuple in the database?

Where does this element come from?

Data Provenance 23
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The problem at hand

e Given a database D' = Q(D) and a
component d of D', what is the “why” and
“where” provenance of d ?

» We expect the answer, in each case, to be
a set of components of D

* Need to analyze the query Q

Data Provenance 24
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The general form of query languages for
semistructured (and structured) data
General form (SQL, OQL, UnQL, Lorel, XML-QL, ..., Haskell)
select expression

where pattern, <- expressiong

pattern,, <- expression,
condition C e .
Example Znon—determlnlstlc) version:
select ans:{name: N, num: I}
where :composer:{name:N_, works:W, period:P} '<-data,

_____________

Lopus:{num;l}_i<- W /‘
P=“pbaroque” \

patterns bind variables

Data Provenance 25
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Semantics of queries

select expression

where pattern, <- expressionq

pattern,, <- expression

. condition .
 Iteratively find a match of pattern; with

expression; to bind variables in pattern;
e IT condition is satisfied evaluate expression
e Take the union of all such expressions

n

What is “union” in the deterministic model?

Data Provenance 26
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Deep union

name: “{J.S. Bach” name: “{J.S. Bach” name: “{J.S. Bach”

works riod riod
B “baroque” 5 “baroque”
num: * \ cu ” num: “
num:\' BWV903” num 903 S BWve03

title title title jtle

“Ich habe genug” “Chromatic Fantasy” ) “Chromatic Fantasy”
Ich habe genug
Waterloo, May 2001 A Data Provenance a 27
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Queries in the deterministic model

e Syntax is essentially the same (relaxed to
match data syntax)

e Semantics is changed -- uses deep union
select IL{nawne—:-l\l,-mulmf:-l}-': {title: T}
where {name:N,A orks:W, period:P} <-data,
{num:l}:{title: T} <-W
P="baroquel

Note explicit key

Data Provenance 28
Waterloo, May 2001 A 5

14



Explicit key construction is useful

e Matrix transposition:

select [:J:X
where J:I:X <- array

» By moving all data onto edges, we can
express “set based” languages

Our language captures SPJU relational
queries.

Data Provenance
Waterloo, May 2001 A E

Normal form theorem

Queries against the deterministic model
have a unique normal form:

QUQ,...UQ,
where each Q; is linear
select expression

where pattern, <- expressionq

each pattern or expression is a “single path”

It has the forme; .e,..... e : X inwhich

each e; matches one edge and X is a variable.

29

Data Provenance
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How does this help compute provenance?

* We are interested in the provenance of
some component of the database.

e This component is specified by a path p (a
path expression without variables)

e In the normal form

select expry where... U select expr, where... U ...
match p with each expr; to select those
queries that could have generated p

» For each linear query, bind the variables as
specified by p

Data Provenance 31
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Simple example

select {name: N} : {geb:B , werke:W}
where {name:N}: {born:B, works:W, period:P} <-data,
P="baroque”

rewrites to

select {name: N} : {geb:B} select {name: N} : {werke:W}

where {name:N}: {born:B}<-data, U where {name:N}: {born:B}<-data,
{name:N}: {works:W} <-data, {name:N}: {works:W} <-data,
{name:N}: {period:P} <-data, {name:N}: {period:P} <-data,
P="baroque” P="baroque”

What is the provenance of {name: “J.S. Bach”} :geb ?

Data Provenance 32
Waterloo, May 2001 A E
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Example cont.

select {name: N}: {geb:B}
where {name: N}: {born:B} <-data,

Only the first query

matches the path {name: N}: {works:W} <-data,
{name: N}: {period:P} <-data,

{name: “J.S. Bach”} :.geb P="baroque”

Which path(s) define the variable B ?
There's only one : {name: “J.S. Bach”} : born

This is the where provenance?

Which path(s) contributed to B ?
{name: “J.S. Bach"} : born

{name: “J.S. Bach”} : works

{name: “J.S. Bach”} : {period: “baroque”}

This is the why provenance?

Data Provenance 33
Waterloo, May 2001 A E

Results

e Previous work (Cui, Widom, and Wiener) provides a
solution for relational databases.

- Limited to relational DB’s (essentially proof
theory)

- Only deals with “why” provenance

e This work achieves the same answers by very
different means.

e Query rewrite system is strongly normalizing
(surprisingly tricky)

e Expected invariance and compositionality results
for why provenance; limited results for where
provenance...

Data Provenance 34
Waterloo, May 2001 A E
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However...

select {id:X}.age:y
where emps.{id:X}.age:y <-D,
y =30

select {id:X}.age:30
where emps.{id:X}.age:30 <-D

» Equivalent queries suggest different
notions of where-provenance

 Problem is compounded with equi-joins

* New insights are needed

Data Provenance 35
Waterloo, May 2001 A E

A demonstration system

[Shih-Chang Chen, Shan Lin and Wang-Chiew Tan “A System for
Computing Data Provenance and Carrying Annotations”]

http://db. cis. upenn. edu

e Just a “proof of concept”
- Works for relational databases
- Demonstrates both why- and where-provenance

- Allows one to place ad hoc annotations on the
source

- These are carried through to the output
(where-provenance)

Data Provenance 36
Waterloo, May 2001 A E
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111. Keys for XML

Data Provenance 37
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A related topic: Keys for XML

e Implicit keys are ubiquitous in scientific data
formats (ripe for conversion to XML)

e Some proposals for key specifications in XML work
(DTD IDs, XML-Schema)

» “Deep citation” in digital libraries.

e Natural consequence of translating back from
deterministic model to XML (node-labeled)

Data Provenance 38
Waterloo, May 2001 A @
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Keys for Relational DBs
Key attributes

» )

Enrol Iment. Student]|Course| Grade | Project

Jones Math2 [ 95 B-

Smith Math2 | 77 C
Rebus Phil4 | 99 B+

*Keys are critical in database design
*Keys are used to build indexes (optimization)
*Need to understand key inference

Data Provenance 39
Waterloo, May 2001 A E

Key specification (node-labelled)

General form: (Qv\{li’\{ % P. D

path expressions

Example: (payroll.person{name.first, name.last})

targevt set
_____________ rson-—- |Does not impose uniqueness
name fTname

set of key paths

Data Provenance 40
Waterloo, May 2001 A @



Meaning of a key spec.
(single key path Q{F})

key value tuples

|nodes identical |

|“Value” eguality |

*If S; NS, nonempty then n;=n,

*( |Sij|=1 [“strong” keys] )

Data Provenance 41
Waterloo, May 2001 A E

Key inference (absolute keys)
[Davidson, Fan, Hara, Tan]

(Q-S)}-P-any-path-expression  (Superkey) (QQ~tR}H-  (Subnodes)
(Q SE {P}) Q{Q.P)
_(.Q,SE_{_EL_B].}_)_EI_II_EJ_ (Path containment) (Q,Sﬁ—@’—i—& (Target containment)
(@ SE {pi}) @9

-(Qé—&{-Pl—})—lll—l—ll (Key containment) Sany-setofpath-expressions- (Root)
Qs E{Pi}) (e 9

These are sound and complete !

Data Provenance 42
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Relative keys
General form: Q{P,, ..., P, }. Q{P’;, ... , P, } ..

Example:
book{name}.chapter{number}.verse{number}
! 4
number specifies number specifies
chapter only verse only within
within book chapter
Also:

bible{}.book{name}.chapter{number}.verse{number}
Y™~ empty key: at most
one bible node

Data Provenance 43
Waterloo, May 2001 A E

Notes on Keys
e Have not been studied properly for XML

e Closely related to (interfere with) data
models:

— payroll{}.employee{id}.[name{}, sak}, ...]
(something like a “complex object”/nested
relational model)

- Recent decidability results by Fan and Libkin

» Lots more to study. Inference for relative
keys (now partly done), foreign keys ...

Data Provenance 44
Waterloo, May 2001 A E
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1V. Archiving Scientific
Databases

Data Provenance 45
Waterloo, May 2001 A E

The dangers of electronic documents

Report of a DOE “bioinformatics summit” ca. 1994
http://wwwornl.govhgmis /publicat/miscpubs bioinfo/inf_rep2.html#Appenl

Then . APPENDIX I: SAMPLE QUESTIONS FOR A FEDERATED DATABASE
. Continued HGP progress will depend in part upon the ability of genome databases

to answer increasingly complex queries that span multiple community databases.

Some examples of such queries are given in this appendix. Note, however,

until a fully relationalized sequence database is available,

NOW APPENDIX I: SAMPLE QUESTIONS FOR A FEDERATED DATABASE

" Continued HGP progress will depend in part upon the ability of genome databases
to answer increasingly complex queries that span multiple community databases.
Some examples of such queries are given in this appendix. Note, however,
until a fully atomized sequence database is available (i.e., no
data stored in ASCII text fields), none of the queries in this

4

(No archive or edition! No footnote!)

Data Provenance 46
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How do we Build Archival Databases?

[Khanna, Tajima, Tan]

e Many scientific database keep archives.
It's important to preserve the state of
knowledge as it was in the past

» Archive frequently: space consuming

» Archive infrequently: delay in getting
recent information published.

Data Provenance 47
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Swissprot

6000 entries added annually S

ralat: A AVvariA

vahz Littl riHino
ICIClLIVCIy 1neeIc Uvel wi ILIIIU +

entries grow 10% annually
Release every 4 months .

e .*  Total size of all versions =
«* 20 * size of most recent version
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Online Mendelian Inheritance in Man

Numnber of Entries In Afendelan /nfefance 1 Man

OMIM

10000 - 10,000 1 December 1998
000
Milhd12

" 000
Z
= 7o
= MM
= 6000
=
— 5000
(=]
5 4000
£
5 oz
=

2000 o

1000 T T T T T T 1

1965 1970 1975 1930 1935 1990 1995 2000
Year
Data Provenance E 49
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OMIM vs. Swissprot

Both valuable curated databases

Similar gross structure -- sequence of entries,
each with internal structure

Swissprot:

— All past versions available

— Slow release -- every 3-4 months

OMIM

— Past versions unavailable

— Rapid release -- every day (or more often)

Data Provenance 50
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A Sequence of Versions

Soat 2 O12H mhoe”  30K1234 "Bobt 20k Bobm 2ok At 30k 235 tJoet 30H 1234 Aot a0k 2346

Data Provenance ] 51
Waterloo, May 2001 A E

“Pushing” time down

PRE
Eﬂ"'jps @N{\
AL 7, 2]

-~ =

e ; e
) 2 e T
f_,-’ 5

p-as) [2-4] 7&-41
,N{m e Tkéh\k M m% Nllpmeé;ﬁl\

Fx ,{ '
[ﬂf‘ l{?ﬁ] * 3 - ' 4] \[5] .
/ %,
et 2% 80k 1234 Hob® 20k “Ann® 80k 4Dk 2345

[Driscoll, Sarnak, Sleator, Tarjan: “Making Data Structures Persistent.” ]

Data Provenance ] 52
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An initial experiment

Recorded OMIM versions for the past 18
days
XML-ized all of them

Combined into another XML format file by
pushing time down.

No further compression/indexing
Also recorded diffs between versions

Waterloo, May 2001 A Data Provenance @ 53

Compressing 18 versions of OMIM

Waterloo, May 2001 A Data Provenance .@' 54
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Compressing 48
versions of OMIM

(only entries that
have changed)

Waterloo, May 2001 A Data Provenance .@

Summary: technical issues

e Why and where:

- better characterization of where (new ideas
needed)

- negation/aggregation
* Keys:

- inference rules for relative keys

- foreign key constraints

- interaction between keys and DTDs/types
e Types for deterministic model.

55
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Other issues

» Use provenance to express and carry
(irregular) annotations through queries.

e Separate issue -- provenance for “manually”

edited/constructed/annotated databases.

- better structural editors

- efficient storage of semistructured data

Archiving

- How do we query archives?

- Relationship to temporal query languages.

This is a new project. Please help

Data Provenance 57
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PhD students-- apply to Penn!
» Excellent groups in

- Logic & Computation

— Algorithms & Complexity

— Cognitive Science

e Get your hands dirty in:
Real time systems - Computational Linguistics

- Databases/XML - Bioinformatics
- Hybrid systems - Security
- Networking - Verification
Waterloo, May 2001 A Data Provenance E 58
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